Webex Deployment Guide

Webex API Connector Deployment Guide

Webex is an enterprise-level web conferencing, communication, and collaboration
tool designed by Cisco that allows people to host or participate in online meetings,
video conferencing, webinars, cloud callings, and screen sharing. Webex API would
allow users to deal with meetings, calls, messages, etc,. For this connector, it would
be dealing with meetings only.

Prerequisites

¢ Cisco Webex Developer Account

¢ Cisco Webex User Account/ Webex User Account generated from Sandbox
Developer Account

¢ Premium Power Apps Account
1. Create Webex Developer Account
Follow the steps to create the developer account:

https://developer.webex.com/signup

2. Create Webex Integration and OAuth
Follow the steps to create Webex Integration and OAuth:

https://developer.webex.com/docs/integrations
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Create a New App

(3 B

Integration Bot Guest Issuer
Request OAuth to invoke Webex Build chatbots that post content Let non-Webex users
APIs on behalf of another user. and respond to commands. collaborate with those in your

organization.

Create an Integration Create a Bot Create a Guest Issuer

Learn More Learn More Learn More

Select Integration for creating the Integration and OAuth

webex for Developers Documentation Blog Support Resources v Q Search

Redirect URI(s)*

One or more URIs that a user

will be redirected to when @ Add URI

completing an OAuth grant flow.

Learn more

Scopes meeting:schedules_read

Scopes define the level of Retrieve your Webex meeting lists and details

access that your integration meeting:schedules_write

requires. Create, manage, or cancel your scheduled Webex meetings
Learn more meeting:recordings_read

Retrieve your Webex meeting recordings for playback
meeting:recordings_write

Manage or delete your meeting recordings for playback
meeting:preferences_read

Retrieve your Webex meeting preferences
meeting:preferences_write

Edit your Webex meeting preferences
meeting:controls_read

Read meeting control information for in-progress meetings
meeting:controls_write

Update meeting controls for in-progress meetings

meeting:participants_read
Read participant information from meetings

The redirect URL should be set to https://global.consent.azure-apim.net/redirect
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Scopes meeting:schedules_read

Scopes define the level of Retrieve your Webex meeting lists and details

access that your integration meeting:schedules_write

requires. Create, manage, or cancel your scheduled Webex meetings

Learn more meeting:recordings_read

Retrieve your Webex meeting recordings for playback

meeting:recordings_write

Manage or delete your meeting recordings for playback
meeting:preferences_read

Retrieve your Webex meeting preferences
meeting:preferences_write

Edit your Webex meeting preferences
meeting:controls_read

Read meeting control information for in-progress meetings
meeting:controls_write

Update meeting controls for in-progress meetings
meeting:participants_read

Read participant information from meetings
meeting:participants_write

Manage participants within meetings

meeting:admin_participants_read

Read participant information from meetings for all WebEx users

of your organization

spark-admin:telephony_config_read

Read and list telephony configuration

spark-admin:telephony_config_write

Create, edit and delete telephony configuration

webex for Developers Documentation Blog Support Resources v Q Search

fIDE] 10 WeDEX 10T Broadvvorks soluton.

spark:all
Full access to your Webex account

spark-admin:calling_cdr_read
Retrieve Detailed Call History records for Webex Calling calls

spark:calls_read
List all calls for rooms you are a part of

spark:devices_read
See details for your devices

spark:devices_write
Modify and delete your devices

spark:organizations_read
Access to read your user's organizations

spark:people_write
Ability to modify the authenticated user's avatar and some
Webex Calling details

spark:places_read

Sea details far nlaras and nlara sanices val manana

Select the following scopes to create Client ID and Secret for OAuth

Supported Operations

The connector supports the following operations:

Create a meeting

This operation creates a meeting on Webex based on the details given from the
user.

Read meetings

This operation read all the meetings that is scheduled on the Webex account
(including those not generated from this connector)
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Create an invitee

This operation allows user to create a new invitee to the meeting, the api would send
an invitation email to the invitee to join the meeting.

Edit a meeting

This operation allows user to edit a meeting with its parameters.

Delete a meeting

This operation allows user to delete a meeting.

Consuming the Connector on Power Platform

Creating the Microsoft Developer Account (If you don’t have
Microsoft 365 Premium Account)

Go to Developer Program | Microsoft 365 Dev Center to create a Microsoft

Developer account.

Click on ‘Join now’ and follow the steps to create an account.

& MicrosoftEdge  File Edit vourites  Tools  Profiles Tab Window Help

B Microsoft |  Microsoft 365 Dev Center  Eplore = Leam . Docs  Communi ity  Developer Program v  Support AlMicosoft « search ©  Cat' W Sgnin (2)

Developer / Microsoft 365 / Microsoft 365 Developer Program

Join the Microsoft 365 Developer
Program today!
Get an instant sandbox preconfigured with sample data,

including Teams Developer Portal, and start developing on the
Microsoft 365 platform.

Join now >

uich

Learn more >

Getting to Power Platform

From the M365 developer home page, click on your account and on “View Account”.
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@& MicrosoftEdge  File Edit

View History Favourites Tools Profiles Tab Window Help

B Developer Program | Microso: X £§

My Account

developer.microsoft.com

our websites, such as . and to display. dvert

to improve your expe

Statement Third-Party Cookies

B Microsoft |

Microsoft 365 Dev Center ~ Explore . Leamn .  Docs  Community Developer Program

Developer / Microsoft 365 / Microsoft 365 Developer Program

Join the Microsoft 365 Developer
Program today!

Get an instant sandbox preconfigured with sample data,
including Teams Developer Portal, and start developing on the
Microsoft 365 platform.

i

Free developer instant sandbox
Get a free, renewable 90-day Microsoft 365
E5 developer subscription pre-provisioned
with Microsoft 365 apps.

Sample data packs including Teams
Your sandbox is preconfigured with sample
data to help you prototype solutions fast.
Learn more >
Learn more >

We based on your online activity. If you
reject optional cookies, only cookies necessary to provide you the services will be used. You may change your selection by clicking "Manage Cookies’ at the bottom of the page. Privacy

Support

Access to experts

Access community events to learn from

Microsoft 365 experts.

Learn more >

Accept Reject Manage cookies
AlMicrosoft ©  Search O Cart W Zakariva ([
Sign out

Zakariya Fakira
zakariya0B@7mSrat.onmicro...
Vigi accotint

Order history

Personalized recommendations

Find developer resources quickly from your
personalized dashboard.

Learn more >

Navigate to Power Apps by clicking on the elipses on the top-left corner.

@& MicrosoftEdge  File Edit

View History Favourites Tools Profiles Tab Window Help

Developer Program | Mic 5 My Account i

myaccount.microsoft.com

Apps

[ Outiook
Il word
@ Powerpoint
B sharepoint
o vammer
B Admin

Allapps >

@ OneDrive

[

@ oneNote
6 Teams

£/2) Power Autom.
(02 Power Apps

Security info

5

Keep your verification methods and security
info up to date,

Zakariya Fakira

9 zakariya08@7msrdt onmicrosoft.com
Q, 447493892350

UPDATE INFO >

N Why can't | edit?

Devices

=

Disable a lost device and review your
connected devices

MANAGE DEVICES >

Sign out everywhere

Office apps
=

Subscriptions

=

Licences assigned to you

Install and manage Office applications

Password

Q

Make your password stronger, or change it if
someone else knows it

CHANGE PASSWORD >

Organisations

=

See all of the organisations that you're part of

MANAGE ORGANISATIONS >

You are now at the home page of Power Apps.
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Personalise your account settings and see
ow your data is used.

VIEW SETTINGS AND PRIVACY >

My sign-ins

p

See when and where you've signed in and
check if anything looks unusual

REVIEW RECENT ACTIVITY >



@& MicrosoftEdge File FEdit View History Favourites Tools Profiles Tab Window Help Thu 16 Mar 22:30

& Developer Program | Microsof X ® Power Apps | Home

imake.powerapps.com)

Power Apps P search 8 \VSFT (default)

App in a Day
| & Home Want to learn how to build great apps for your business? Accelerate your Power Apps experience by attending this FREE 1-day workshop!
Register today! +
e
Learn
B Apps Build business apps, fast
& @R EGETEES Create apps that connect to your data and work across web and mobile. Learn about Power Apps
o Flows Start from
@ Gateways
o o
- More
Blank app Dataverse SharePoint Excel saL
@ Power Platform Create an app from scratch and Start from a Dataverse table to Start from a SharePoint list to. Start from an Excel file to create a Start from a SQL data source to
then add your data create a three-screen app create a three-screen app three-screen app create a three-screen-app
® Watch video ® Watch video ® Watch video ® Watch video ® Watch video

2y

Image (preview) Figma (preview)
Upload an image of an app or form Start from our Figma Ul kit and
and we'll convert it into an app convert it into an app

More create options =

g for every level  see all

& Aska virtual agent
.

Use a flow to consume the connector

@& MicrosoftEdge File FEdit View History Favourtes Tools Profils Tab Window Help Thu 16 Mar 22:31

& Developer Program | Microsof X ® Power Apps | Home

imake.powerapps.com)

Power Apps £ search MSFT (default
= App in a Day
| & Home Want to learn how to build great apps for your business? Accelerate your Power Apps experience by attending this FREE 1-day workshop!
Register today! +
e
Learn
B Apps Build business apps, fast
& @R EGETEED Create apps that connect to your data and work across web and mobile. Learn about Power Apps
Start from
® Gateways
o o
- More
Blank app Dataverse SharePoint Excel sQL
¢ Power Platform Create an app from scratch and Start from a Dataverse table to Start from a SharePoint lst to Start from an Excel file to create a Start from a SQL data source to
then add your data create a three-screen app create a three-screen app three-screen app create a three-screen-app
® Watch video ® Watch video ® Watch video ® Watch video Watch video

& $

Image (preview) Figma (preview)
Upload an image of an app o form Start from our Figma Ul kit and
and we'll convert it into an app convert it into an app

More create options -

g for every level seeall

& Askavirtual agent
€

Create a new instant cloud flow
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Power Apps L Search

= -+ New flow v P Search
@ Home ( start from a template end, or renew a Power Automate license or submit a request to your admin. Learn more Submit request | [ Buy now X
+ Create & Template
[ Leamn Build your own from blank
hme

F A ° Automated cloud flow
pps

& Instant cloud flow

& Custom connectors 3 Scheduled cloud flow Modified Type
§  Connections bei i ;
(%) Describe it to design it (preview) sdago Instant
@ Gateways 3 Desktop flow
I o Flows n read_meeting_button 1wk ago Instant
* More

& Power Platform

& Aska virtual agent

Name the flow and select your trigger. If you want the flow to be used within a
canvas app, select the power apps trigger, otherwise if you just want to test the
connector, use the manual trigger.

Power Apps L Search

@ Home
+ Create Build an instant cloud flow
Flow name
M Learn
| Webex,lntegration,FloM
B Apps

Choose how to trigger this flow *

Custom connectors o Manually trigger a flow

Flow button for mobile

s
§  Connections
@

. PowerApps
Gateways PowerApps

When Power Virtual Agents calls a flow
&
| o/ Flows Power Virtual Agents
* More Triggered manually from any device, easy-to-share instant flows ® When a flow step is run from a busine...
automate tasks so you don't have to repeat yourself. i Microsoft Dataverse
& Power Platform Examples: For a selected message (V2)
* Get an automatic mobile alert whenever a VIP client Ml Microsoft Teams

emails you

« Save all your email attachments to a folder automatically Ml From the compose box (V2)
Microsoft Teams

[P} When someone responds to an adapti.

& Aska virtual agent
'

Once you have created the flow, click on “+ New Step” and look up “Webex”. Select
the Webex Integration (Independent Publisher) connector.
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Environment
Power Apps A search 8 MSFT (default

= &~ Webex_Integration_Flow Save 5 Flow checker

@ Home \L
-+ Create Choose an operation X

[ tearn ‘ 0 webex

B Apps

All Built-in Standard Premium Custom My clipboard

& Custom connectors C -
» B O W
¥ Connections

Webex . b Webex Integration (Independent Publisher)
ntegratONe g

B

Gateways

| o Flows

Triggers  Actions See more
* More

() Send 2 Message (preview)
P

& Power Platform Webex ®

()] ":4d Member to Team (preview)
&) Webex o}

() St Space Details (preview)
J Webex o

() SetMessages (preview)
&) Webex

Get People (preview) o
J Webex
£ Aska virtual agent ‘

You will then select the actions that you would like to use in the flow. There are 5
different actions, Create a meeting, create a invitee for a meeting, delete a meeting,
read meetings, and update a meeting. For this example, create a meeting would be
used as an example.

Environment
Power Apps L Search £ MSFT (default)

= & Webex_Integration_Flow Save 5 Flow checker
@ Home \l/
4 Create Webex Integration (Independent Publisher) X
M Learn l & Search connectors and actions
Apps . .
& Aep: Triggers  Actions See more
& Custom connectors ) Create A Invitee (preview)
Webex Integration (Independent Publisher) @
¥ Connections
Y create a meeting (preview) °
& Gateways Webex Integration (Independent Publisher)
I 27 Flows Y Deete A Meeting (preview) o
Webex Integration (Independent Publisher)
More
or P Read Mectings (preview) [ PREMIUM |
Webex Integration (Independent Publisher) @

Power Platform
e Y updote A cing Greview)
Webex Integration (Independent Publisher) o]
Don't see what you need?

(O Help us decide which connectors and triggers to add next with UserVoice

& Ask a virtual agent

You will then be prompt to sign in your Webex account for authentication purposes.
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Envir it
Power Apps L Search 8 VSFT (default)

& Webex_Integration_Flow 9 Undo Save 5 Flow checker

@ Home ®
* Manually trigger a flow
+ Create \L
@ Learn
Webex Integration (Independent Publisher)

B Apps

# Custom connectors Sign in to create a connection to Webex Integration (Independent Publisher).

§  Connections Independent Publisher Connectors are developed and maintained by
Independent Publishers. Independent Publisher Connectors are provided "as is"

@ Gateways without warranty and are not supported by Microsoft or the underlying external
service behind the connector. Only create a connection to an Independent

I o Flows Publisher Connector if you trust the publisher and source as the Independent
Publisher Connector could introduce security or privacy risks.
* More

Overview: Webex Integration for meetings

Last updated: 3/17/2023 UTC

& Power Platform

+ New step Save
& Aska virtual agent
Environment -
Power Apps £ search 8 MSFT (default) Q & 2 @
P Sign In - Webex 9 Undo save 5 Flow checker

() https:/fidbroker-eu.webex.com/idb/saml2/jsp...

3 Manually trigger a flow

i

A4
;8 Webex Integration (Independent Publisher) @ voo
\ Sign in to create a connection to Webex Integration (Independent Publisher).
Welcome to Webex Independent Publisher Connectors are developed and maintained by

Independent Publishers. Independent Publisher Connectors are provided "as is"
without warranty and are not supported by Microsoft or the underlying external
service behind the connector. Only create a connection to an Independent
Publisher Connector if you trust the publisher and source as the Independent
Publisher Connector could introduce security or privacy risks.

Overview: Webex Integration for meetings

Last updated: 3/17/2023 UTC

+ New step Save

To infinity and beyond

Congratulations! You are now ready to use our Webex connector! This connector
can be used as you wish and feel free to be creative by just entering the correct
parameters. You can do a test run of this flow, incorporate as many other connectors
as you want and use this flow in canvas apps.
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